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Laws

Regulations

Contracts

Policies

Standards

Controls

Cybersecurity & 
Privacy Program

Cybersecurity & Privacy Protection Objectives

Procedures

Stakeholder Roles 
& Responsibilities 
(RASCI Matrix)

System Security & 
Privacy Plan 

(SSPP)

Required 
Configuration 

Settings

Required 
Configuration 

Settings

Asset Protection Needs

Concept of 
Operations 
(CONOPS)

RASCI Matrix
- Responsible
- Accountable
- Supporting
- Consulted
- Informed

Contracts

Flow-Down Requirements

Outsourced 
Business 
Processes

Outsourced IT / 
Cybersecurity 

Services

External & Internal Factors Influence:
- Mission
- Vision
- Strategy
- Technologies
- Vendor Selection
- Budget
- Timelines
- Geolocation / Cultural Considerations

Operational Factors Influence:
- Business Requirements
- Constraints
- Organization Structure
- Development Methods
- Vendor Selection
- Budget
- Timelines
- Geolocation of Assets

Technology Asset Factors Influence:
- Technical Requirements 
- Processes
- Constraints
- Vendor Selection
- Budget
- Maintenance
- Attack Surface Management
- Lifecycle

Business Planning

Mission Analysis

Stakeholder Needs

- Systems
- Applications
- Services
- Processes

Cybersecurity & Privacy Business Planning & Analysis Cybersecurity & Privacy Requirements

Technology 
Acquisition

Governance, 
Risk & 

Compliance 
(GRC)

SecDevOps

Applications, Services 
& Processes
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